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Introduction
This document contains three sections:

The first section includes important definitions used by all ABET commissions.

Def " 65-1

While ABET recognizes and supports the prerogative of institutions to adopt and use the
terminology of their choice, it is necessary for ABET volunteers and staff to have a
consistent understanding of terminology. With that purpose in mind, the Commissions
will use the following basic definitions:

‘Program Educational Objectives — Program educational objectives are broad statements
that describe what graduates are expected to attain within a few years after graduation.
Program educational objectives are based on the needs of the program’s constituencies.

Student OQutcomes — Student outcomes describe what students are expected to know and
be able to do by the time of graduation. These relate to the knowledge, skills, and
behaviors that students acquire as they progress through the program.

Assessment — Assessment is one or more processes that identify, collect, and prepare






2018-2019 Criteria Version 1.0 for Accrediting Computing Programs

(i) An ability to use current
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PROGRAM CRITERIA FOR COMPUTER SCIENCE
AND SIMILARLY NAMED COMPUTING PROGRAMS

These program criteria apply to computing programs using computer science or similar
terms in their titles.

3. Student Outcomes

The program must enable students to attain, by the time of graduation:

(1) An ability to apply mathematical foundations, algorithmic principles, and computer
science theory in the modeling and design of computer-based systems in a way that
demonstrates comprehensi
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PROGRAM CRITERIA FOR INFORMATION TECHNOLOGY
AND SIMILARLY NAMED COMPUTING PROGRAMS

These program criteria apply to computing programs using information technology or
similar terms in their titles.

3. Student Outcomes

The program must enable students to attain, by the time of graduation:

(1) An ability to use and apply current technical concepts and practices in the core
information technologies of human computer interaction, information management,
programming, networking, and web systems and technologies. [IT]

(k) An ability to identify and analyze user needs and take them into account in the
selection, creation, evaluation and administration of computer-based systems. [IT]

(D An ability to effectively integrate IT-based solutions into the user environment. [IT]
(m)An understanding of best practices and standards and their application. [IT]
(n) An ability to assist in the creation of an effective project plan. [IT]

5. Curriculum

Students must have course work or an equivalent educational experience that includes:
(a) Coverage of the fundamentals of

1. the core information technologies of human computer interaction, information
management, programming, networking, web systems and technologies. [IT]

2. information assurance and security. [IT]
3. system administration and maintenance. [IT]
4. system integration and system architecture. [IT]

(b) Advanced course work that builds on the fundamental course work to provide
depth. [IT]



2018-2019 Criteria for Accrediting Computing Programs — Proposed Changes

Proposed Program Criteria for Cybersecurity and Similarly Named Computing
Programs were approved by the ABET Computing Area Delegation on August 7,
2017, at first reading. These are now published for a review and comment
period.

Comments will be considered until June 15, 2018. The ABET Computing Area
Delegation will determine, based on the comments received and on the advice of
the CAC, the content of the adopted criteria. The adopted criteria would only
become effective if approved by the ABET Computing Area Delegation Meetings
in the Fall of 2018 and the earliest possibly application would be for
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PROGRAM CRITERIA FOR
CYBERSECURITY
AND SIMILARLY NAMED COMPUTING PROGRAMS

These program criteria apply to computing programs using cybersecurity,
computer security, cyber operations, information assurance, information
security, or similar terms in their titles.

3. Student Outcomes

In addition to outcomes 1 through 5, the following outcomes are required:

6. An ability to apply security principles and practices to the environment,
hardware, software, and human aspects of a system. [CY]

7. An ability to analyze and evaluate systems with respect to maintaining
operations in the presence of risks and threats. [CY]

5. Curriculum

The curriculum requirements specify topics, but do not prescribe specific
courses. These requirements include:

(a) At least 45 semester credit hours (or equivalent) of computing and
cybersecurity course work. The course work must cover:

1. Application of the crosscutting concepts of confidentiality, integrity,
availability, risk, and adversarial thinking.

2. Fundamental topics from each of the following:
(a) Data Security: protection of data at rest and in transit.

(b) Software Security: development and use of software that reliably
preserves the security properties of the information and systems it
protects.

(c) System Security: establishing and maintaining the security
properties of systems, including those of interconnected components.

(d) Human Security: protecting individuals’ personal data and privacy;
threat mitigation combined with the study of human behavior as it
relates to cybersecurity.

(e) Organizational Security: protecting organizations from cybersecurity
threats and managing risk to support successful accomplishment of
the organizations’ missions.
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(F) Societal Security: aspects of cybersecurity that can broadly impact
society as a whole for better or for worse.

3. Advanced cybersecurity topics that build on crosscutting concepts and
fundamental topics to provide depth.

(b)
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